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Fig. 1. BPFDoor infection and magic-packet-based C2 server communication
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Table 2. Number of Packets in Datasets

Protocol Dlgtaeh

Private CICIDS2017
TCP 38,819,364 10,718,485
UDP 5,151 934,997
ICMP 12,673,364 671
Others 13,750 55,818
Total 51,519,657 11,709,971
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